ANNEX A)
PRELIOS GROUP WHISTLEBLOWING CHANNEL PORTAL
TECHNICAL MANUAL
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1. The Portal
The portal is accessible via the Internet on the following URL:
https://digitalplatform.unionefiduciaria.it/whistleblowing
The portal uses the Saas model, which means that it is delivered on a platform external to Prelios
that guarantees that the user will remain anonymous and no technical data relevant to the network
and/or device used are tracked. The Whistleblowing Portal is accessible from PC and mobile
devices, 24/7.
2. The Process
The Whistleblowing process consists of the following steps:
STEP
1) Sending the Report

Owner
Whistleblower

2) Handling
3) Processing (*)

Control Departments (Audit and Supervisory
Board)

4) Closing
Only the Whistleblower may start the first step, and does so by opening a Report. All the following
steps – which involve handling the Report - are managed by the internal control departments
(Internal Audit Department and Supervisory Board).
(*) Only in the “Processing” step is it possible to start a discussion between the Whistleblower and
the Addressee of the Report through an exchange of confidential messages.
Reports will be managed on 7 independent channels, each with 2 control functions enabled for
management purposes:
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The organization chart of the departments authorised to access the system is as follows:

The first line of control is assigned to the Internal Audit Department, and the second to the
Supervisory Board. Reports may however be handled independently by either Department, within
their specific area.
For example, the Prelios Internal Audit Department may view a Report addressed to Valuations,
while the Supervisory Board of Valuations will not be able to view reports addressed to other
companies.

Reports may be handled together by the Internal Audit Department and the Supervisory Board: this
ensures that no exclusive privileges are obtained on a Report by any Department, preventing any
possible conflict of interest when a Report is made against either of the two Departments
If there is a clear conflict of interest (the Report concerns the illegal conduct of the Internal Audit
Department or the Supervisory Board), the Department in question will be suspended and will no
longer be able to operate on the portal.
Reports may NOT be deleted from the System
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3. WHISTLEBLOWER User
Entering a new Report
The Whistleblower connects to the portal and enters the “PRELIOS” token. No other login details
are required, meaning that the user is fully anonymous when it uses the portal.

The Whistleblower may then
1) Enter a new Report using the “Enter Report” button
2) Open an existing Report

When the user clicks “Enter Report” he or she will be asked the name of the company to which the
Report is to be sent:
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Basic data will then be entered in three steps to contextualize the Report
1) Preliminary information
2) Report Data (dates, facts, documents)
3) Send Report
Some fields are required in order to make the Report less general and help the Addressee of
the Report understand the data/facts provided to support the Report.
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The document section is particularly important: documents may be uploaded in this section or the
user may provide information on how to obtain them. There is no limit to the number or size of the
documents.

In the final step, the user may enter the details of other channels - including external (telephone,
email) channels - through which the same may be contacted outside the Portal:
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Once the Report has been completed, a preview will be displayed that the user may check before
sending the Report.
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Once the data have been sent, a code is created to allow the user to open the Report anonymously.
N.B.: It is important to write down and keep the code in a safe place, because if it is lost it
cannot be recovered

Opening an Existing Report
The Whistleblower may open an existing Report at any time in order to check the status of the
Report and/or reply to any questions that the Addressee of the Report may have.
After entering the Report CODE:

the Whistleblower may:
-

display the Report

-

send a message

8

Sending messages
The Whistleblower may also send at any time a message in an anonymous and confidential manner
that may be read only by the Addressee of the Report. There are no limits to the number of
messages that may be exchanged.
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4. User from Internal Audit Department/Supervisory Board
Notifications
The Addressees of the Report will receive an email notification advising the same that a Report has
been entered in the Portal. The notification will also be sent by email to the Supervisory Board of
the Company involved and to the members of the Supervisory Board.

Access
By clicking the “Reserved Area” link, users can have access by entering
-

the “PRELIOS” token

-

their login details.

Only the Addressees of the Report who have customized login details may access the Portal in this
way.

After logging in, the following menu will be displayed:
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The following functions are available to the Addressee of the Report:
-

ENTER: this function is used to enter Reports in a non-anonymous manner.

-

FIND: this function is used to find the user’s Reports.

-

REPORT: this function provides a summary of the Reports in Excel format.

Enter Report
Given the role of the Addressees of the Report, they are already authenticated on the Portal. They
may therefore enter Reports in a non-anonymous manner, or access the system anonymously as a
“normal” Whistleblower.
Find

The Find function displays a sortable list. A red icon

indicates that there are new Reports. The

Addressee of the Report may handle the Report by clicking the VIEW button and then “Confirm
Handling”
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The following steps should be completed in order to close the Report:
1) Sent (received by the Whistleblower)
2) In process (handled by the Internal Audit Department or Supervisory Board)
3) Closure pending (final evaluation entered)
4) Closed (closed with comments)
A summary with all the steps will be displayed:

12

Reporting
In the reporting section the user may generate a summary only for the company that the Addressee
of the Report may view.
The Report number and the relevant status are shown. A summary may be created in Excel format.
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